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Section 1  
Introduction 

The demand on data custodians to disclose health information for secondary purposes 
is increasing dramatically. These demands come from researchers, public health pro-
fessionals, commercial actors, and governments.  

To take disclosures for research purposes as an example, there are many benefits to 
society from making health data more widely available, including: making it easier for 
the research community to confirm published results, ensuring the availability of orig-
inal data for meta-analysis, facilitating additional innovative analysis on the same data 
sets, getting feedback to improve data quality for on-going data collection efforts, 
achieving cost savings from not having to collect the same data multiple times by dif-
ferent research groups, minimizing the need for research participants to provide data 
repeatedly, facilitating linkage of research data sets with administrative records, and 
making data available for instruction and education [1-14]. Consequently, there are 
pressures to make such research data more generally available [8, 15, 16].  

However, the patients’ concerns about their privacy must also be taken into ac-
count. One set of methods that would allow health information to be used and dis-
closed under existing legal frameworks is de-identification. De-identification refers to 
a set of methods that can be applied to data to ensure that the probability of assigning a 
correct identity to a record in the data is very low. For example, if there is a data set 
with 100 records, then the probability of correctly figuring out that record number 7 
belongs to Alice Smith would be very low. 

Limiting Principles 

As a general requirement that applies across the board, the “general limiting prin-
ciples” in privacy laws stipulate that personal health information should be collected, 
used, or disclosed only where no other information will serve the purpose [17]. For 
example, if de-identified information will serve the purpose of a use by an agent, then 
the application of these principles means that the information should be de-identified 
first. In the US HIPAA Privacy Rule there is a similar "minimal necessary" require-
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ment. Therefore, as a starting point, the application of such limiting principles or mi-
nimal necessary criteria requires that de-identification be considered for all collection, 
use, and disclosure of health information.  

However, there are more specific situations where de-identification would be the 
sensible thing to do even if one were not to apply these criteria. We will discuss in de-
tail these other conditions. 

About the Report 

This report will describe the reasons why it is desirable or necessary to de-identify 
health data before disclosing or using it for secondary purposes. The scenarios we con-
sider reflect the most common conditions under which a custodian would want to de-
identify the data. The following scenarios and arguments are articulated in detail in the 
report: 

 Organizations that use data for internal purposes or provide data to external sub-
contractors are often allowed to do so without consent. These organizations may 
still want to de-identify their data to mitigate against the risk of internal or sub-
contractor data breaches. This issue is discussed in Section 3. 

 Where privacy legislation permits identifiable data to be disclosed, the data cus-
todians may be hesitant to disclose identifiable data without consent. This then 
raises the concerns about consent noted below. This issue is addressed in Section 
4. 

 In the context of using and disclosing health information for secondary purposes, 
often it is not practical to obtain patient consent post facto. In most jurisdictions 
there is no legislative requirement to obtain patient consent if the disclosed data 
is de-identified. Even if it is practical to obtain patient consent, there is compel-
ling evidence that obtaining consent from patients introduces biases in the data 
because consenters and non-consenters differ systematically on important cha-
racteristics, reduces recruitment / sample size, and increases the cost and time of 
data collection and disclosure. Therefore, in some instances a strong case can be 
made to de-identify data and waive or reduce the consent requirement. This sce-
nario is discussed in Section 5.  

 Many jurisdictions have data breach notification laws. In many jurisdictions, no-
tification would not be required if the information is de-identified. This reduces 
the reputational and financial damage to organizations from a breach. A discus-
sion of data breaches is provided in Section 6. 
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 There are many unexpected uses and disclosures of data to leverage its value by 
the public and private sectors. The affected members of the public (or patients) 
would likely be unpleasantly surprised by these uses and disclosures should they 
become aware of them. De-identification at the earliest opportunity can provide 
confidence to the public and patients that at least these uses and disclosures will 
be of aggregate data. A review of some unexpected uses and disclosures is pro-
vided in Section 7. 

 The public is concerned about how their PHI is used and disclosed, and will 
change their behavior in undesirable ways to exert control over their data. Priva-
cy protective behaviors are discussed in Section 8. 

 Alternatives methods for processing data without obtaining patient consent have 
important disadvantages. These are reviewed briefly in Section 9. 

In this report we do not discuss the methods for de-identification themselves. The 
objective is only to highlight the situations where de-identification, as a set of tech-
niques, can be of value to data custodians. Other reports by the authors discuss these 
methods at length, with examples. 

It should also be noted that many of the details in the current report are based on 
previous publications by the authors. We wanted to bring the various arguments and 
available evidence within one document to act as a single reference. Where appropri-
ate, we acknowledge these sources. 

Terminology and Scope 

In this report we use the terms "data" and "information" interchangeably. Although 
strictly speaking they are not the same thing, for our purposes the issues discussed 
would apply to both. 

Information cannot be completely de-identified. The probability of re-identifying 
an individual in a data set is only zero if the data set does not exist. However, to simpl-
ify the narrative we will talk about de-identified data to mean data that has an accepta-
bly low probability of re-identification. 

The data that is collected, used, or disclosed pertains to individuals. These may be 
healthy individuals, members of the general public, clients of a social support service, 
or patients. We will therefore use terms like "individuals", "patients", the "public" and 
"clients" to mean the same thing. 

Our focus is on the collection, use, and disclosure of personal health information 
for secondary purposes. Primary purposes for the collection, use, and disclosure of 
personal health information is often accompanied by consent (which may be express 
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or implied) and in many cases the purpose of the collection, use, or disclosure would 
not be met if the data was de-identified. For secondary purposes the situation is quite 
different and is what we address here. 

While the report refers to de-identification, the issues and arguments that we 
present here apply equally well to risks from discovering new things about individuals 
from the data without figuring out which records belong to them. This is called 
attribute disclosure. Just because we do not mention attribute disclosure throughout 
the report we are not implying that it is not relevant. To the contrary, managing 
attribute disclosure would also be needed to address the issues that are raised here. 
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Section 2  
Permitted Disclosures, Consent, and 
De-identification 

The data flows that are relevant for this report are illustrated in Figure 1. It should be 
noted that the terms we use are often Ontario-specific, but there are almost always 
equivalents in other jurisdictions. 

 

 

 

Figure 1: Basic data flow during a disclosure or use of PHI for secondary purposes. 

 
Personal Heath Information (PHI) is information about identifiable individuals. 

They may be patients or healthy clients. PHI may be collected from individuals direct-
ly or indirectly through reporters. An example of direct collection is when a patient 
completes a medical history form at a clinic. An example of indirect collection is in 
the case of an adverse drug reaction whereby a hospital or a physician may report the 
adverse reaction rather than the patient herself. 
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This PHI is collected by a custodian. A common example of a custodian would be a 
hospital. The custodian may have collected the information for a primary purpose, 
such as providing care to a patient. The custodian may have also collected the infor-
mation explicitly for a secondary purpose, such as constructing a database of patients 
with diabetes for subsequent research.1 

A custodian may disclose PHI to another custodian. For example, a hospital may 
disclose PHI to a public health agency. In such a case, the information is not coming 
directly from an individual, but indirectly through one (or possibly more) custodians. 

An agent of the custodian may use the information for a secondary purpose. An 
agent is broadly defined as a person who acts on behalf of the custodian in respect of 
the personal information for the purposes of the custodian. For example, a data analyst 
employed by a hospital to produce reports on resource utilization would be an agent. 
There is generally no legislative requirement to de-identify information that an agent 
uses and no requirement to obtain additional consent from the individuals/patients for 
such uses. 

The custodian may also receive a request to disclose the information to a recipient 
for some secondary purpose. The recipient can be an individual (e.g., a researcher), or 
an organization (e.g., a pharmaceutical company). The recipient can also be internal or 
external to the custodian. For example, a researcher may be based within a hospital or 
can be an external researcher at a university or a government department requesting 
the information from the hospital. 

Some PHI disclosures are mandatory and some are discretionary to the custodian. 
An example of a mandatory disclosure is reporting communicable diseases or report-
ing gunshot wounds in some jurisdictions. In these situations the disclosure of PHI is 
required. 

Otherwise, there are different types of recipients and purposes where disclosures of 
PHI are discretionary. However, the conditions for discretionary disclosure do vary. 
There are a set of permitted disclosures in privacy legislation where PHI may be dis-
closed without consent. Table 1 presents some examples of such permitted disclosures. 
Other discretionary disclosures that are not explicitly permitted in legislation require 
that either consent be obtained from the individuals/patients or that the information is 
de-identified. For example, in some jurisdictions the disclosure of PHI to a pharma-
ceutical company for marketing purposes requires that consent be obtained or that the 
information is deemed to be de-identified. 

                                                           
1 There are some exceptions. In Ontario "prescribed entities" hold information for secondary pur-
poses, and strictly speaking they are not considered health information custodians. In this report we 
will use the general term "data custodian" or just "custodian" to refer to health information custodians 
or prescribed entities for ease of presentation, however. 
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When de-identified, the data is no longer PHI. There is no legislative requirement 
to obtain consent for the use of de-identified information because it can no longer be 
connected to any particular individual or individuals.  In order words, this information 
is no longer deemed to be personal once de-identified. 

Therefore, to summarize, there are four scenarios to consider: 

A. It is mandatory to disclose PHI to a recipient, and no consent is required. 
B. PHI is used by an agent without consent. 
C. It is permitted by legislation to disclose PHI to a recipient without consent 

under the discretion of the custodian. 
D. The custodian must de-identify the PHI or obtain consent before disclosing 

the data to the recipient. 

 
Disclosures under scenario A are outside our scope since they do not require any 

de-identification. Under those conditions patient identity is important in order to 
achieve the intended purpose. For example, for mandatory reporting of communicable 
diseases, public health may contact the affected individuals to investigate the outbreak 
or do contact tracing. In such circumstances knowing the identity of the individual is 
critical. 

The case for de-identification of the information under each of the remaining three 
scenarios will vary. We address scenario B in Section 3, scenario C in Section 4, and 
scenario D in Section 5. The remaining sections of the report address considerations 
that would apply under all these three scenarios. 

 
  



Purpose of 
Disclosure/Recipient 

Mandatory 
(M) / 
Discretionary 
(D) 

Restrictions on 
Recipient 

Legislation 

For health or other programs: 

Eligibility to receive health care 

Audits or accreditation of the 
custodian 

QA Activities 

Prescribed registries 

Medical officer of Health under 
the Health Protection and 
Promotion Act (Ont.) for the 
purposes of that Act 

Public health authority in Canada 
or another jurisdiction for a 
purpose substantially similar to 
that in the Health Protection and 
Promotion Act (Ont.) 

D 

*note that all of 
the disclosures 
under Nfld. 
PHIA ss.39, 41 
and 43 are 
mandatory, as 
are those under 
s.37 of NB 
PHIPA 

Restrictions or 
requirements in the 
regulations 

PHIPA, ss.39(1)(2); Nfld. PHIA, s.39(1)(a); HIA, 
s.35(1)(f); Nfld. PHIA, s.39(4)(b); HIA, s.35(1)(g); 
Sask. THIPA, s.27(4)(g); O. Reg. 39/04 s.13 
(registries); Nfld. PHIA s.39(4)(d); Nfld. PHIA, 
s.39(4)(e); Nfld. PHIA, s.39(4)(f); NB PHIPA, 
s.37(6)(b), (e), (f), (d) (registries); 

Related to risks/care and custody: 

Eliminating or reducing 
significant risk of serious bodily 
harm to a person or group 

Penal/psychiatric institutions  to 
assist in decision-making 
regarding care and/or placements 

D  PHIPA, s.40; HIA, s.35(1)(e); HIA, s.35(1)(m); 
Manitoba PHIA, s. 22(2)(b); HIPA, s.27(4)(a); Nfld. 
PHIA, s.40(1); Nfld. PHIA, s.40(2); NB PHIPA, 
s.39(1); NS PHIA, s.38(1)(d); 

Compliance with subpoena, 
warrant, court order 

D  PHIPA, s.41(1)(d)(i); HIA, s.35(1)(i);  NS PHIA 
s.38(1)(q) 

Manitoba PHIA s.22(2)(l); HIPA, s.27(2)(i); Nfld. 
PHIA, s.41(1)(b) 

Disclosure for Proceedings D Requirements or 
restrictions in the 
regulations (none 
currently prescribed 
in PHIPA) 

PHIPA s.41(1); HIA, s.35(1(h); 

Manitoba PHIA, s.22(2)(k); THIPA, s.27(2)(i); Nfld. 
PHIA, s.41(2)(a); NB PHIPA, s.40(1), (2); 

Disclosure to (potential) 
successor of custodian 

D Potential successor 
must enter into an 
agreement with the 
custodian re 
confidentiality and 
security of the PHI 
(PHIPA and NB 
PHIPA) 

PHIPA, ss.42(1)(2); HIA, s.35(1)(q); 

Manitoba PHIA, s.27(4)(c); Nfld. PHIA, s.39(1)(i),(j); 
NB PHIPA, s.38(1)(i)(j); 

Disclosures related to other Acts D  PHIPA, s.43; HIA, s.35(1(p); 

Manitoba PHIA, s.22(2)(o); THIPA, s.27(2)(l); Nfld. 
PHIA, s. 43 



Purpose of 
Disclosure/Recipient 

Mandatory 
(M) / 
Discretionary 
(D) 

Restrictions on 
Recipient 

Legislation 

Disclosures for research D Researcher must 
provide custodian 
with a research plan 
(as prescribed), 
obtain REB 
approval (as 
prescribed) and 
enter into a research 
agreement (PHIPA; 
HIA).  Researcher is 
permitted to 
disclose information 
as prescribed 
(PHIPA). 

PHIPA, s.44; O. Reg. 39/04, s.15 (REB requirements);

s.16 (research plan requirements); s.17 (disclosure by 
researchers) 

 

HIA, ss. 48-54 (note that the researcher may submit a 
proposal to an REB; it is not mandatory) 

 

Manitoba PHIA, s.24 (project must be approved by a 
health information privacy committee (Reg.245/97, 
s.8.1 and 8.2) or REB; agreement required (Reg. 
245/97, s.8.3) 

 

PHIPA, s.29 (research ethics committee approval is 
required; research agreement is required) 

 

Nfld. PHIA, s.44 (REB approval required under the 
Health Research Ethics Authority Act) 

 

Sask. THIPA, s.29; NS PHIA, s.56; NB PHIPA, s.43 

Disclosure for planning and 
management of the health 
system: 

To prescribed entities for 
analysis or compilation of 
statistical information 

D Prescribed entity 
must have practices 
and procedures in 
place to protect 
privacy and 
maintain 
confidentiality; 
reviewed by the 
Commissioner in 
Ontario 

PHIPA, s.45; O. Reg. 39/04, s.18 (prescribed entities); 
Nfld. PHIA, s.39(1)(h) 

For monitoring health care 
payments: 

To the Minister on his/her 
request 

To verify or monitor claims for 
payment for care funded in whole 
or in part by the Ministry or 
LHIN 

D  PHIPA, s.46; Nfld. PHIA, s.39(1)(b) 

For analysis of the health system: 

At the Minister’s request (to a 
health data institute in PHIPA 
only) 

Management, evaluation, 
monitoring, allocation of 
resources or planning 

D Minister must 
submit proposal to 
the Commissioner 
for review and 
comment (PHIPA); 
Subject to 
prescribed 
restrictions (none 
enacted for PHIPA)

PHIPA ss.47, 48; HIA s.46 

Table 1: Examples of permitted discretionary disclosures of personal health information. 
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Section 3  
Uses of Health Information by an 
Agent 

While agents are permitted to access PHI, it is often not necessary for them to have the 
data in identifiable form for them to perform their functions. When this is the case, it 
would be best to de-identify that information as a risk mitigation exercise. We will 
consider three attack scenarios by an agent: (a) an insider inadvertently or maliciously 
causing a data breach, (b) risks of breaches at sub-contractors, and (c) an insider de-
termining the identity of individuals. Under these three scenarios, if the data used by 
the agent was de-identified then the risks and impact on the data custodian would be 
significantly reduced. 

Privacy and security breaches by insiders are relatively common [18-22]. In a re-
cent survey a quarter of health care IT professionals identified a data breach by an in-
ternal person within the past year [23]. Internal breaches come from people who have 
(or recently had) legitimate access to the data, but whose behavior jeopardizes the or-
ganization’s security and privacy. One survey found that 27% of breaches were due to 
insiders [24]. In a 2007 Computer Security Institute survey, 59% of the respondents 
claim that they witnessed abuse of the network resources by an insider [25], and the 
2009 survey shows that a significant percentage of monetary losses from breaches 
were due to malicious and non-malicious insiders [26]. These could involve em-
ployees who have access to critical data and engage in unauthorized explorations; they 
could be individuals who join an organization with the intent to commit some kind of 
fraud, or some naïve employees who lose their laptop after they put sensitive informa-
tion on it. There are also increasing cases of ex-employees taking or keeping personal 
information about clients/patients and other employees after they leave their employer 
(because they were laid-off, resigned, or fired) [27]. Recent analyses of breach data 
indicate that 20% are internal breaches [28], 34% of security and IT leadership in or-
ganizations worldwide estimated that the likely source of security incidents in the last 
year was an employee and 16% responded that it was an ex-employee [29], and in the 
US and Canada approximately 24% of data breaches in medical establishments (in-
cluding hospitals and health insurance claims processors) are due to insiders and 32% 
of breaches involving medical records are due to insiders (between January 2007 and 
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June 2009) [30]. Overall, investigators reported a rapid increase in offences committed 
by insiders [31].  

The type of attacks from the inside can have a huge impact on the organization. It 
was reported that an outside attack costs the organization on average $56,000 while an 
insider breach costs on average $2.7 million [31]. 

Sub-contractors are also agents, and they may get personal health information from 
the custodian without consent. Consider a hospital network that has developed a sys-
tem to provide its patients with internet access to their electronic health records. The 
hospital has sub-contracted the work to perform quality control for this software to a 
testing company across town. The testing company needs realistic patient data to test 
the software, for example, to make sure that the software can handle large volumes of 
patient records, that it displays the correct information to each patient, and so on. The 
testing company would be considered an agent of the hospital, and therefore it can ob-
tain identifiable patient records without consent for the purpose of software testing. 
Giving the testing company PHI potentially exposes the hospital to additional risk if 
there is an inadvertent disclosure of this data (e.g., a breach at the testing company’s 
site). It is always preferable from a risk management perspective to minimize the 
number of people who have access to PHI, and making that information available to 
the whole test team should be avoided if possible. 

Therefore in cases where there is a legitimate use of the PHI, one should still con-
sider using de-identification techniques on the test data as a “best practice”, even if 
this is not a legal or regulatory requirement. 

If data sets used by custodians or their sub-contractors are not de-identified proper-
ly, insiders have a unique ability to re-identify the records in these data sets. The main 
reason is that they would have access to more background knowledge than other ad-
versaries. For example, In the US, genotype and phenotype data collected from health 
care provider institutions for genome wide association studies are being made more 
broadly available [33]. A recent study has demonstrated how an insider from one of 
the source institutions can re-identify patients in the DNA database with certainty [34]. 

In one recent example, hospital pharmacy records were being disclosed to a com-
mercial data broker [32]. This data set included information about when the patient 
was admitted, their gender, age, residential geographic information, and admission and 
discharge dates. Such detailed information would not be considered de-identified even 
though patient names were removed. A neighbor who was working at the hospital was 
able to re-identify a record using prior knowledge about a patient, revealing the pa-
tients’ diagnoses and prescriptions [32]. 
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Section 4  
Disclosing Identifiable Data When 
Permitted 

It should be noted that even in cases where reporting of PHI without consent by pro-
viders is mandatory, there is a considerable amount of under-reporting due to privacy 
concerns [35-47]. Therefore, in cases where disclosure is discretionary, it would not be 
surprising to see that there is reluctance by providers to disclose personal information 
as well [47]. Drivers of that reluctance include: (a) the impact of the disclosure on the 
patient-physician relationship, (b) the impact on public trust of the custodian, and (c) 
potential for litigation. 

In such cases the custodian may consider de-identification anyway. This, of course, 
makes sense only if the purpose can be satisfied without having identifiable informa-
tion. In practice, achieving many purposes does not require identifiable information. A 
good example of that is in the research context. 

A Research Ethics Board (REB) determines whether custodians can disclose PHI to 
researchers, and whether that information needs to be de-identified. REBs have total 
discretion to make that decision. In practice, most REBs will require that either con-
sent from the patients be sought if the information needs to be identifiable or they will 
require that the disclosed information is adequately de-identified [48]. However, be-
cause of the discretionary nature of this type of disclosure, they may also allow identi-
fiable information to be disclosed without consent under certain conditions. 

For instance, consider the situation where a researcher is collecting clinical infor-
mation from electronic health records (EHRs) and wants to link it with data in a pro-
vincial administrative database. The linking will not work if the EHR data is de-
identified. In that case the REB may allow identifiable information to be disclosed for 
the purpose of linking without requiring the consent of the patients. The REB may 
then require the de-identification of the linked data. 
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Section 5  
The Impact of Consent 

In some cases the custodian does not have the option to disclose identifiable informa-
tion without consent because there are no exceptions in the legislation. However, there 
will be situations where obtaining consent is not possible or practical. For example, in 
a health research context some of the reasons why obtaining patient consent may not 
be practicable include: 

a) Making contact with a patient to obtain consent may reveal the individual’s con-
dition to others against their wishes. For example, sending a letter or leaving 
voice mails may alert spouses or co-inhabitants to a condition that they did not 
know the target individual had. 

b) The size of the population represented in the data may be too large to obtain 
consent from everyone. This speaks to practical costs in meaningfully obtaining 
consent. 

c) Many patients may have relocated or died, making it impossible or very difficult 
to obtain consent. 

d) There may be a lack of existing or continuing relationship with the patients to go 
back and obtain consent. This makes it difficult to find an acceptable way to ap-
proach individuals to seek consent. 

e) There may be a risk of inflicting psychological, social or other harm by contact-
ing individuals and/or their families in delicate circumstances. For example, if 
contacting a family brings back memories of the death of a child. 

f) It may be difficult to contact individuals through advertisements and other public 
notices because the population is geographically distributed or no information 
was collected about their language.  

g) Undue hardship may be caused by the additional financial, material, human, or-
ganizational or other resources required to obtain consent. 

In those instances the disclosure of personal information would not be permissible 
and de-identification provides the only practical option for disclosure (assuming that 
the purpose can be achieved with the de-identified information).  

However, even if obtaining consent was possible and practical, there have been 
strong concerns about the negative impact of consent requirements, for example, on 
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the ability to conduct health research [49-66]. Consent may have a severe adverse con-
sequence on the quality of the information. A primary reason is that individuals who 
consent tend to be different on many characteristics than those who do not consent 
(e.g., on age, gender, socioeconomic status, whether they live in rural or urban areas, 
religiosity, disease severity, and level of education) [67]. These differences can result 
in biased findings when the information is analyzed or used [68]. In such circums-
tances a strong case can be made for not seeking consent and de-identifying the infor-
mation instead (again, assuming that the de-identified information will achieve the 
purpose of the disclosure). 

In addition to the compelling evidence for the difference between consenters and 
non-consenters, seeking consent does result in a reduction of the number of individu-
als who agree to provide data or allow their data to be used. This reduction can be sub-
stantial. Because the impact of consent on recruitment is such an important considera-
tion, it will be covered separately in the next section. 

Consider an example where a hospital is disclosing prescription data to a commer-
cial data broker. The hospital can make the case that it is not practical to obtain con-
sent from the patients for this disclosure. The cost and delays of prospectively admi-
nistering the additional consent forms for all admitted patients may be difficult to 
justify, and it would be quite time consuming to do so retroactively for historical data. 
Therefore, the hospital would have to de-identify the prescription data before disclo-
sure. 

In one study [67], which we summarize here, we performed two systematic reviews 
of the literature to identify the impact of consent on the process and outcomes of 
health research. We focused on health research because that is where the most detailed 
investigations of the impact of consent have been performed. 

The first review focused on systematic reviews already conducted in the context of 
recruiting participants in clinical trials. Therefore, it was effectively a review of sys-
tematic reviews. The reason we reviewed systematic reviews was because this ques-
tion, in the context of clinical trials, had already been studied extensively and there 
were already a number of systematic reviews that were done. The second systematic 
review focused on original research investigating the impact of consent models on ob-
servational studies, including studies that use pre-existing databases. 

Differences Between Consenters and Non-consenters in Clinical 
Trials 

We wanted to identify and summarize studies examining differences between patients 
who consent to participate in clinical trials and those who do not. Because of the large 
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number of articles that have investigated this issue, we limited our research to meta-
analyses and systematic reviews that have already been conducted. 

Out of the 22 articles identified, 2 were promoted to the second systematic review 
due to their focus on observational health research, rather than clinical trials.  Fifteen 
articles that provided information pertinent to patient characteristics were summarized. 
The other five articles were excluded from the summary as they focused on physician 
factors and/or study design characteristics and their impact on consent and recruit-
ment. A summary of the findings is provided in Table 2. 

. 
 

 
 

Bias Factors due to 
Consent 

Explanations 

Age [69-75] 

 

youth consent is hindered by parental consent requirements 

the findings for adults are contradictory: in some studies older 
adults are found to be more likely to consent and in other cases 
younger adults are found to be more likely to consent 

one review looking exclusively at participation in the elderly (65+) 
found that the elderly are less likely to consent and/or be asked to 
participate in clinical trials [69] 

Sex [70, 72-76] 

 

women of childbearing age are historically excluded from clinical 
trials 

males are generally found to be more likely to participate 

Socio-economic back-
ground/status 
[70, 72, 74, 77] 

 

studies are contradictory, showing high consent levels for those of 
low SES in some studies [70], but low rates for those with low SES 
who are also a part of a minority group (i.e., ethnic minorities [74, 
77] and women) in cancer trials, consent rates were found to be low 
for those with lower SES [72] 

Ethnicity/race [71, 72, 74, 
76-81] 

 

those from the ethnic majority are more likely to consent/participate 
then those of an ethnic minority 

ethnic minorities may be offered fewer opportunities to participate 
[74] 

Location [72, 74] 

 

those in rural locations/communities were found to be less likely to 
participate as opposed to those in urban areas 

Education [70, 73] a lower level of education was shown generally to increase consent 
vs. a higher level of education 

Language [74] those who speak the predominant language are more likely to con-
sent and/or be asked to participate in trials vs. those who do not 
speak the language 

Religiosity [74, 78] one review found that religiosity decreased consent in some studies 



21 

Bias Factors due to 
Consent 

Explanations 

 and increased consent in others [78] 

on the other hand, another review found no literature on religious 
barriers in trials, indicating that there has not been much research 
conducted in this area [74] 

Health [69, 71, 72, 75, 77, 
81-83] 

 

generally, the research shows that low/no co-morbidity increases 
the likelihood of participation  

as the stages of one’s disease progress (early – late), consent be-
comes less likely 

one article presents contradictory evidence: that later stage dis-
ease/more co-morbidity increases participation [75] 

in prevention trials, those with a healthy lifestyle are more likely to 
participate [75] 

Social support [75, 82] 

 

inadequate social support indicates greater consent in some studies 
[75] but lower consent in others [82] 

Table 2: Summary of patient characteristics that differ between consenters and non-
consenters in clinical trials. 

 
The evidence is therefore quite compelling that consenters in clinical trials are dif-

ferent on important demographic characteristics. Of course, one would not suggest 
waiving the consent requirement in interventional clinical trials. However, it is also 
important to be cognizant of this effect, which could work to bias results. 

The Impact of Consent on Observational Studies 

We also examined the impact of consent for observational studies. Some studies seek 
consent from the patient at the point of data collection in order to use the data for a 
specific purpose. For example, Hollander et al. collected primary source data by way 
of patient interviews in their emergency room based survey on domestic abuse [84]. 
Consent was requested from patients prior to their participation in the interview.  

Other studies seek consent at the point of data collection for the primary analysis 
and also for linkage to medical records or for subsequent specific or general disclo-
sures of the original data for secondary purposes. For example, the study by Young et 
al. involved both primary data collection from patients, as well as the use of data from 
existing databases which is typically linked to the primary source data.  In Young’s 
study, patients were sent a survey questionnaire which included a request for consent 
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to data linkage [85]. Survey answers were then linked to medical record data if con-
sent was provided. Tu et al. provide an example of multiple consent requirements in 
their study of the Canadian Stroke Network Registry [86]. The researchers requested 
consent from eligible patients to be included in the registry, which would appear to be 
consent for primary data collection; however, the consent forms included a request for 
consent to both primary data collection and use of existing medical chart data, along 
with linkage to existing administrative databases, as well as the aggregation and re-
lease of data to external organizations [86].  Therefore, the subjects in this study were 
asked for consent to primary data collection along with the secondary-use of various 
existing databases including medical records and administrative records for linkage to 
the primary data, as well as to the subsequent disclosure of the information gathered in 
the registry itself. 

Requesting consent at the point when data will be disclosed for secondary purposes 
is another approach. For example, in the study by Yawn et al. patients visiting an out-
patient clinic were asked for consent to the use of their existing medical record data 
for research purposes [87]. 

Whether consent is sought for a primary analysis, data linkage, possible future dis-
closure, or disclosure of pre-existing records, and whether it is sought at the time of 
collection or disclosure, will likely have an impact on our main outcomes. However, it 
was not possible to differentiate these effects from the articles. Therefore we report 
overall results. 

Impact on Recruitment 

Thirty one articles reported lower recruitment rates as a result of consent requirements 
[84-116], and one reported no significant difference in recruitment due to consent re-
quirements [116]. Three studies focusing on opt-in vs. opt-out methods have found 
that opt-out consent strategies generally produce significantly higher consent rates 
than opt-in strategies [92, 93, 111]. Junghans et al. found that 50% of opt-out patients 
participated, as opposed to 38% in the opt-in group [92]. Trevena et al. had similar 
findings with opt-in consent requirements producing a recruitment rate of 47% and 
opt-out producing a higher recruitment rate of 67% [93]. Lastly, Jacobsen et al. found 
that when results were analyzed in accordance with opt-in methods, the consent rate 
was 78%. However, when non-responders were considered to have provided opt-out 
consent, in accordance with the applicable Minnesota legislation – the law allows for 
passive consent (opt-out) in cases where patients have been notified about the study by 
mail on at least two occasions and told that their records may be released should the 
patient not object— the consent rate increased by 17.5% to 95.5% [111].  
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Results of these studies are outlined in Table 3. 
 

Study Sample 
Consent rate for opt-in me-

thod 

Consent rate for opt-out me-

thod 

Jacobsen [111] 2463 78% 97% 

Junghans [92] 510 38% 50% 

Trevena [93] 152 47% 67% 

Table 3: Recruitment rate for Opt-in vs. Opt-out consent. 

 
Twenty-eight studies focusing on explicit consent (opt-in or opt-out) vs. implied 

consent found that studies with implied consent tended to have elevated recruitment 
rates. Three of these studies involved a direct comparison between the participation 
rates of groups requiring explicit informed consent and those using implied consent for 
observational health research. These researchers found that participation was higher in 
the implied condition when informed consent requirements were waived [89-91]. Ten 
studies presenting evidence of bias found that a request for explicit opt-in consent to 
record review, or linkage of study data to medical records decreased participation in 
surveys and other observational studies [85, 87, 97, 99, 100, 102-104, 106, 109]. Two 
studies focusing on population-based cohorts both found that the requirement of expli-
cit consent negatively effected the participation rates [98, 108]. Six studies examining 
participation in registries found that when explicit consent requirements were instated, 
the result was lower participation by patients [86, 96, 101, 105, 107, 110, 114, 115]. 
Even when opt-out consent methods were employed, the participation rate still de-
creased in one registry by 6.6% [110]. Three studies found that the requirement of ob-
taining explicit consent prior to contact from researchers, worked to decrease partici-
pation rates [88, 95, 112]. Hollander et al. found that asking for explicit written 
informed consent led to lower recruitment rates (82%) as opposed to asking for a ver-
bal (uninformed) “okay” (92%) [84]. Cheung et al. had similar findings in their mental 
health research.  When patients were asked for consent, the participation rate de-
creased by 15.1% [113]. Finally, Beebe and colleagues looked at the impact of consent 
on survey response rate. They compared a group receiving a HIPAA authorization 
form (HAF) with a postal survey to that of a group receiving only the survey question-
naire and found that the group that was sent the HAF had a lower response rate 
(39.8%) than the group that was sent the survey alone (55%) [94].   

The results from these studies are outlined in Table 4. 
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Impact on Bias 

Twenty-seven studies found a considerable difference in socio-demographic and/or 
health features between non-consenters and consenters, as well as between opt-in par-
ticipants and opt-out participants thereby indicating the presence of selection bias [85-
88, 90-94, 96-103, 108-111, 113, 114, 117-121]. The variables most often cited were 
age, sex, race/ethnicity, marital status, education level, socio-economic status, physical 
and mental functioning, lifestyle factors, health/disease factors like diagnosis or dis-
ease stage/severity, and mortality rate. Table 5 outlines in which areas each study 
showed evidence of bias. Two studies in our review found no difference in demo-
graphic variables between consenters and non-consenters in observational health re-
search [84, 104].  
 
  



27 

Fifteen studies examined the age differences of consenters and non-consenters. Of 
these, 10 studies [85, 87, 88, 90, 91, 100, 111, 119-121], showed that younger patients 
were more likely to refuse consent or not respond. Conversely, 5 studies found that 
older patients were more likely not to consent [86, 96, 97, 99, 101, 118] .  

Sex was another factor that tended to differ between consenters and non-consenters. 
Of the studies that looked at the sex differences, [87, 91, 96, 100, 101, 109, 117, 119], 
7 found that women were more likely to refuse consent than men. Conversely, 4 stu-
dies found that women were more likely to give consent than men [88, 97, 108, 121]. 
Three of the 10 studies found that the consent trends among the sexes tended to re-
verse in the elderly [88, 97, 119]. Interestingly, the study of survey response rate con-
ducted by Beebe et al. provided contradictory results, showing no bias in the consen-
ters group. They found that males were significantly over-represented in the group of 
respondents that received their survey questionnaire only (in comparison with popula-
tion values), while no significant over-representation was found in the group in which 
active consent was sought by way of a HIPAA Authorization Form along with the 
questionnaire [94].   

Of the 4 articles examining race as a factor in consent, all found that African Amer-
icans were less likely than Whites to participate in observational health research [90, 
91, 100, 120].  

Marital status was looked at in 5 studies. Four of these studies found that unmarried 
people were less likely to consent to participate and/or more likely to discontinue par-
ticipation [85, 90, 99, 120]. Young et al. found that marital status was also tied to age, 
with younger consenters being less likely to be married and older consenters being 
more likely to be married [85]. The fifth study by Hess et al. found that consenters to a 
research registry project were less likely to be divorced or widowed than non-
consenters [114].  

Differences in level of education were found in 5 studies. Four studies in our re-
view found that those with lower education levels were less likely to provide active 
consent [85, 93, 96, 101, 120].  The study by Trevena and colleagues compared opt-in 
and opt-out consent methods and found that opt-out conditions included more partici-
pants with lower levels of education vs. opt-in conditions [93]. Alternately, one study 
showed that those with higher education levels were less likely to consent [99].  

In terms of socio-economic status, 5 studies found a difference between consenters 
and non-consenters, reporting the status of consenters to be higher than non-consenters 
[85, 88, 99, 102, 120]. One study found that, in an elderly population, those who were 
employed or retired were more likely to consent to participate, whereas those partici-
pants who discontinued their involvement in the studies were more likely to have a 
low income [120]. 

Health factors also appeared to influence consent, as consent patterns varied within 
studies depending on the patients’ health status and/or diagnosis. Twenty-two studies 
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found evidence of bias related to health factors, as well as mortality [85-87, 90, 92-94, 
96-98, 100-103, 109-111, 113, 114, 117, 118, 120, 121] . One article looking at con-
senters in a case-control study found that healthy patients who were approached to be-
come control subjects were less likely to participate (68% participation rate) than case 
patients with the disease under study (80%) [117]. Another survey-based study found 
that general health was significantly better in survey respondents who were sent a con-
sent form, as opposed to survey respondents who were sent the questionnaire alone 
[94]. Conversely, Harris et al. found that consenters generally reported poorer physical 
and mental health [102]. The severity of the disease was found to be a factor in 2 stu-
dies that found consent was greater in patients who had more severe illness/higher 
stage disease [100, 110]. Conversely, the study by Cheung et al. found that consenters 
were less severely ill but had a longer duration of illness than non-consenters [113]. In 
a medical records study by Young et al. it was found that older consenters reported 
lower use of GP services than did non-consenters [85]. However, in a review of nurs-
ing studies focusing on an elderly population, it was found that those with a higher 
number of hospitalizations were more likely to participate in observational research 
[120]. In terms of mortality, 5 studies found a higher mortality rate in non-consenters 
vs. consenters [85, 86, 90, 98, 121]. 

Lifestyle and risk factors were found to differ between consenters and non-
consenters and opt-in vs. opt-out participants in 6 studies. Two studies found that con-
senters and opt-in participants were more likely to display risk factors, such as smok-
ing, family history of disease, etc. [93, 103]. Four studies found the opposite trend 
with consenters displaying fewer risk factors [92, 94, 109, 121]. Also, in terms of 
physical and mental functioning, 3 studies found that consent tended to be lower in 
those with lower mental and/or physical functioning [86, 92, 99] . Woolf et al. in their 
secondary-use study, found the opposite trend with higher participation in patients 
who had poorer physical function [100]. 

Impact on Cost 

In our review, 6 studies found that costs increased with an increase in requirements for 
consent [86, 89, 90, 95, 96, 101]. In particular, staffing costs were found to increase 
due to the demands that obtaining consent can put on research staff [90, 96, 101, 115].  
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Impact on Time 

Three studies found a negative impact of consent requirements on the time needed to 
conduct a study [86, 96, 101, 112]. Tu et al. found that the workload for nurse recrui-
ters was especially heavy due to the requirements of gaining consent from each patient 
[86]. Schwartz and colleagues found that many personnel hours were required in order 
to obtain consent from potential patients, while the consent rate in turn was only 58% 
[101].  Lastly, it was found by Dziak et al. that the time required for their study in-
creased due to variation in IRB review requirements, as well as consequent consent 
requirements at the study sites [112].   
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Section 6  
Data Breach Notifications 

Many jurisdictions have breach notifications laws which require notifications to be 
sent to individuals affected, regulators, attorneys general, and/or the media when a da-
ta breach occurs. Table 6 is a summary of the types of personal information that re-
quire notification in the state laws in the US. As can be seen, only five states actually 
require breach notification if health information is involved. This does not totally ab-
solve health information custodians from the notification requirement as many medical 
records also contain other types of information, such as financial information, which is 
covered by more state laws. More recently the Health Information Technology for 
Economic and Clinical Health Act (HITECH) 2 added national breach notification re-
quirements for health information, with requirements for reporting to Congress the 
number of disclosed breaches annually by Health and Human Services (HHS). 

Some of the benefits of breach notification laws include a small reduction in the in-
cidence of identity theft [122], the public feels more comfortable with the collection of 
personal information if breach notification laws are in place [123, 124], and timely no-
tification gives individuals a chance to reduce the damage from the breach (e.g., possi-
bly minimize financial losses) [125]. 

Breach notifications themselves can have negative impacts on the custodians and 
the individuals affected. It has been argued that medical data breaches may potentially 
be eroding the public’s trust in health information custodians in general [126, 127]. In 
many jurisdictions it is not necessary to notify if the data is de-identified. This is be-
cause de-identified data will almost certainly not include the data elements in Table 6, 
and would ensure that the probability of inferring them is low. In general, de-identified 
data would not be considered PHI. 

Below we present data on the costs due to breach notifications. Some of these costs 
may occur anyway even if there was no notification required. For example, if data on a 
lost USB memory stick was de-identified or encrypted then there would likely need to 
be a subsequent investigation. This investigation would attempt to reveal why the 
memory stick was lost, if procedures were not followed or need to be strengthened, 
whether the person was authorized to access that information to start off with, and how 

                                                           
2 The HITECH Act consists of Division A, Title XIII and Division B, Title IV of ARRA. 
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to avoid device losses in the future. However, these costs would be significantly less 
than if notification was required, and are discretionary. 
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State Personal Information Definition 

Alaska First name/first initial and last name plus one of the following:  

Social Security Number, driver’s license number, or financial account num-
ber/credit card number/debit card number with security code/access 
code/password. 

Arizona First name/first initial and last name plus one of the following:  

Social Security Number, driver’s license number, non-operating ID license 
number, or financial account number/credit card number/debit card number 
with security code/access code/password. 

Arkansas First name/first initial and last name plus one of the following:  

Social Security Number, driver’s license number/AR ID card number, finan-
cial account number/credit card number/debit card number with security 
code/access code/password, or any identifiable medical information. 

California First name/first initial and last name plus one of the following:  

Social Security Number, driver’s license number/CA ID card number,  finan-
cial account number/credit card number/debit card number with security 
code/access code/password, medical information (i.e. medical history), or 
health insurance information. 

Colorado First name/first initial and last name plus one of the following:  

Social Security Number, driver’s license number/ID card number, or financial 
account number/credit card number/debit card number with security 
code/access code/password. 

Connecticut First name/first initial and last name plus one of the following:  

Social Security Number, driver’s license number/CT ID card number, or fi-
nancial account number/credit card number/debit card number with security 
code/access code/password. 

Delaware First name/first initial and last name plus one of the following:  

Social Security Number, driver’s license number/ DE ID card number, or fi-
nancial account number/credit card number/debit card number with security 
code/access code/password. 

District of Columbia  First name/first initial and last name plus one of the following:  

Social Security Number, driver’s license number/ DC ID card number, or cre-
dit card number or debit card number. 

Florida First name/first initial and last name plus any one of the following:  

Social Security Number, driver’s license number/FL ID card number, finan-
cial account number/credit card number/debit card number with security 
code/access code/password. 

Georgia First name/first initial and last name plus one of the following:  

Social Security Number, driver’s license number/GA ID card number, finan-
cial account number/credit card number/debit card number, or security 
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State Personal Information Definition 
code/access code/password.  Any of these pieces of information should be 
considered PI on its own if it could be used for the purpose of identity theft 
without needing the individual’s name. 

Hawaii First name/first initial and last name plus one of the following:  

Social Security Number, driver’s license number/HI ID card number, financial 
account number/credit card number/debit card number or security code/access 
code/password that would permit access to a financial account. 

Idaho First name/first initial and last name plus one of the following:  

Social Security Number, driver’s license number/ ID card number, or financial 
account number/credit card number with security code/access code/password. 

Illinois First name/first initial and last name plus one of the following:  

Social Security Number, driver’s license number/IL ID card number, or finan-
cial account number/credit card number/debit card number with security 
code/access code/password. 

Indiana First name/first initial and last name or Social Insurance number plus one of 
the following:  

Driver’s license number/IN ID card number, credit card number, or financial 
account number/debit card number with security code/access code/password. 

Iowa First name/first initial and last name plus one of the following:  

Social Security Number, driver’s license number/government issued ID num-
ber,  financial account number/credit card number/debit card number with se-
curity code/access code/password, electronic identifier/routing code with a se-
curity code/access code/password that would allow access to a financial 
account, or biometric data (i.e. fingerprints)/other unique physical/digital re-
presentation of biometric data. 

Kansas First name/first initial and last name plus one of the following:  

Social Security Number, driver’s license number/KS ID card number, finan-
cial account number/credit card number/debit card number, and/or security 
code/access code/password. 

Louisiana First name/first initial and last name plus one of the following:  

Social Security Number, driver’s license number, or financial account num-
ber/credit card number/debit card number with security code/access 
code/password. 

Maine First name/first initial and last name plus one of the following:  

Social Security Number, driver’s license number/ME ID card number, finan-
cial account number/credit card number/debit card number, and/or account 
passwords/PI numbers/other access codes.  Any of these pieces of information 
should be considered PI on its own if it could be used for the purpose of iden-
tity theft without needing the individual’s name. 

Maryland First name/first initial and last name plus one of the following:  

Social Security Number, driver’s license number, financial account num-
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State Personal Information Definition 
ber/credit card number/debit card number with security code/access 
code/password, or taxpayer ID number. 

Massachusetts First name/first initial and last name plus one of the following:  

Social Security Number, driver’s license number/MA ID card number, or fi-
nancial account number/credit card number/debit card number with security 
code/access code/password. 

Michigan First name/first initial and last name plus one of the following:  

Social Security Number, driver’s license number/MI ID card number, or de-
mand deposit/ financial account number/credit card number/debit card number 
with security code/access code/password. 

Minnesota First name/first initial and last name plus one of the following:  

Social Security Number, driver’s license number/MN ID card number, or fi-
nancial account number/credit card number/debit card number and security 
code/access code/password. 

Mississippi First name/first initial and last name plus one of the following:  

Social Security Number, driver’s license number/MS ID card number, or fi-
nancial account number/credit card number/debit card number with security 
code/access code/password. 

Missouri First name/first initial and last name plus one of the following:  

Social Security Number, driver’s license number/government issued ID num-
ber, financial account number/credit card number/debit card number with se-
curity code/access code/password, electronic identifier/routing code with a se-
curity code/access code/password that would allow access to a financial 
account, medical information (i.e. medical history), or health insurance infor-
mation. 

Montana First name/first initial and last name plus one of the following:  

Social Security Number, driver’s license number/MT or tribal ID card num-
ber, or financial account number/credit card number/debit card number with 
security code/access code/password. 

Nebraska First name/first initial and last name plus one of the following:  

Social Security Number, driver’s license number/state ID card number, finan-
cial account number/credit card number/debit card number with security 
code/access code/password, electronic identifier/routing code with a security 
code/access code/password that would allow access to a financial account, or 
biometric data (i.e. fingerprints). 

Nevada First name/first initial and last name plus one of the following:  

Social Security Number, driver’s license number/ID card number, financial 
account number/credit card number/debit card number and security 
code/access code/password. 

New Hampshire First name/first initial and last name plus one of the following:  

Social Security Number, driver’s license number/government ID card number, 
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State Personal Information Definition 
or financial account number/credit card number/debit card number with secu-
rity code/access code/password. 

New Jersey First name/first initial and last name plus one of the following:  

Social Security Number, driver’s license number/state ID card number, or fi-
nancial account number/credit card number/debit card number with security 
code/access code/password. 

New York First name/first initial and last name plus one of the following:  

Social Security Number, driver’s license number/ non-driver ID card number, 
or financial account number/credit card number/debit card number with secu-
rity code/access code/password. 

North Carolina First name/first initial and last name plus one of the following:  

Social Security Number, driver’s license number/state ID card num-
ber/passport number, financial account numbers, credit card numbers, debit 
card numbers, PIN, digital signature, numbers or information that can be used 
to access financial resources, biometric data, or fingerprints.  Also, certain in-
formation would be considered PI (in conjunction with name) if it allowed 
access to financial resources: electronic ID numbers, email name/address, in-
ternet account numbers/ID names, parent’s legal surname prior to marriage, or 
passwords. 

North Dakota First name/first initial and last name plus one of the following:  

Social Security Number, driver’s license number, non-driver ID card from de-
partment of transportation, financial account number/credit card number/debit 
card number with security code/access code/password, date of birth, mother’s 
maiden name, employee number, or electronic signature. 

Ohio First name/first initial and last name plus one of the following:  

Social Security Number, driver’s license number/state ID card number, finan-
cial account number/credit card number/debit card number with security 
code/access code/password.  This does not include publically available infor-
mation, information printed in media reports or information distributed by 
charitable/non-profit organizations. 

Oklahoma First name/first initial and last name plus one of the following:  

Social Security Number, driver’s license number/state ID card number, or fi-
nancial account number/credit card number/debit card number with security 
code/access code/password. 

Oregon First name/first initial and last name plus one of the following:  

Social Security Number, driver’s license number/state ID card number, Id 
number issued by another country, passport number/US issued ID number, or 
financial account number/credit card number/debit card number with security 
code/access code/password. 

Pennsylvania First name/first initial and last name plus one of the following:  

Social Security Number, driver’s license number/state ID card number, or fi-
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State Personal Information Definition 
nancial account number/credit card number/debit card number with security 
code/access code/password. 

Rhode Island First name/first initial and last name plus one of the following:  

Social Security Number, driver’s license number/state ID card number, or fi-
nancial account number/credit card number/debit card number with security 
code/access code/password. 

South Carolina First name/first initial and last name plus one of the following:  

Social Security Number, driver’s license number/state ID card number, finan-
cial account number/credit card number/debit card number with security 
code/access code/password, other numbers which would allow access to fi-
nancial accounts, or unique government/regulatory issued number. 

Tennessee First name/first initial and last name plus one of the following:  

Social Security Number, driver’s license number/state ID card number, or fi-
nancial account number/credit card number/debit card number with security 
code/access code/password. 

Texas First name/first initial and last name plus one of the following:  

Social Security Number, driver’s license number/government issued ID card 
number, financial account number/credit card number/debit card number with 
security code/access code/password, information related to the physical or 
mental health of the individual, provision of health care, or payment for health 
care provided. 

Utah First name/first initial and last name plus one of the following:  

Social Security Number, driver’s license number/state ID card number, or fi-
nancial account number/credit card number/debit card number with security 
code/access code/password. 

Vermont First name/first initial and last name plus one of the following:  

Social Security Number, driver’s license number/non-driver ID card number, 
financial account numbers/credit card numbers/debit card numbers if they can 
be used without additional information or access codes, or account passwords, 
ID numbers or access codes for financial accounts. 

Virginia First name/first initial and last name plus one of the following:  

Social Security Number, driver’s license number/state ID card number, or fi-
nancial account number/credit card number/debit card number with security 
code/access code/password. 

Washington First name/first initial and last name plus one of the following:  

Social Security Number, driver’s license number/state ID card number, or fi-
nancial account number/credit card number/debit card number with security 
code/access code/password. 

West Virginia First name/first initial and last name plus one of the following:  

Social Security Number, driver’s license number/state ID card number, or fi-
nancial account number/credit card number/debit card number with security 
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State Personal Information Definition 
code/access code/password. 

Wisconsin First name/first initial and last name plus one of the following:  

Social Security Number, driver’s license number/state ID card number, finan-
cial account number/credit card number/debit card number, or security 
code/access code/password, DNA profile, or biometric data. 

Wyoming First name/first initial and last name plus one of the following:  

Social Security Number, driver’s license number/state ID card number,  finan-
cial account number/credit card number/debit card number with security 
code/access code/password, tribal ID card or government issued ID card num-
ber. 

Table 6: Definitions of personal information in state breach notification laws [128]. 
The highlighted states cover medical information. 

 

Medical Data Breaches 

Between January 2007 and December 2009 there were at least 174 data breaches from 
medical establishments (including organizations such as hospitals and health insurance 
companies) in the US and Canada affecting more than 9 million personal records, and 
135 breaches involving 4.6 million medical records [30]. 

The next few pages include some interactive charts demonstrating the number of 
breaches that have been occurring until December 2009. The data comes from 
the datalossdb.org web site, which maintains information on breaches. These do not 
represent all breaches that have occurred during that period, but provide a useful sense 
of the growth in reported breaches. 

There are four charts characterized along two dimensions: (a) type of breach, and 
(b) type of count.  

The type of breach has the following possibilities: 
Medical Organizations are defined as those breaches which occurred in 
medical establishments. 
Medical Records are defined as breaches involving medical information. 
These may be from medical or non-medical organizations. 

This distinction is important because the numbers can be quite different. For exam-
ple, one breach involved the theft of medical records about inmates from a Sheriff’s 
office. In this example there was a breach of medical records from a non-medical or-
ganization As another example, if there is a breach involving credit card information 
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from a hospital, then this would be classified as a breach of non-medical records from 
a medical organization.  

The number of counts dimension has the following possibilities: 
Number of Breaches: which summarizes data where the “number of breach-
es” is the unit of analysis. 
Number of Records: which summarizes data where the “number of records” 
involved in the breaches is the unit of analysis. 
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NEXT PAGE: Number of breaches from medical organizations. 
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NEXT PAGE: Number of records affected by breaches from medical organiza-
tions. 
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NEXT PAGE: Number of breaches involving medical records from all organiza-
tions. 
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NEXT PAGE: Number of medical records involved in breaches records from all 
organizations. 
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Loss of Trust in Custodian 

Individuals lose trust in the organizations that collect data from them if there is a 
breach [127, 129], which means decreased loyalty and higher churn among the cus-
tomer base. One survey found that 58% of respondents who had self-reported that they 
received a notification of a data breach involving their personal data said that the 
breach event has diminished their trust and confidence in the organization [130]. Nine-
teen percent of the same respondents indicated that they have already discontinued or 
plan to discontinue their relationship with the organization because of the breach, and 
a further 40% said that they might discontinue their relationship [130].  

Cost of Data Breach Notifications to Custodian 

The costs to the data custodians of a breach notification can be substantial. Listed cor-
porations, on average, suffer a loss in their share price after the announcement of a se-
curity breach [129, 131-135]. In effect, markets punish organizations for the increased 
business, reputation, and liability risks when personal and confidential data is inappro-
priately disclosed. After a breach, there are also costs associated with investigations, 
the notification itself, litigation, redress and compensation [135, 136]. Recently, regu-
lators and courts in the US and the UK have started imposing fines on organizations 
after particularly egregious breaches, repeat offenses, or to set examples [137-143]. 

There are also significant direct costs associated with investigations, the notifica-
tion itself, litigation, redress and compensation, as well as productivity losses due to 
dealing with the breach [135, 136, 144]. Below we present some data on the costs of 
breaches to custodians. Some of the results are of health data and some are not specific 
to health care. In the latter case the numbers are still illustrative because health infor-
mation custodians do hold large amounts of financial information as well. 

Various studies in the US that attempted to compute these costs are summarized in 
Table 7 and Table 8. Among multiple industries health care was on the higher end of 
the scale in terms of breach costs in 2008 and 2009 [145, 146], and health care organi-
zations estimated the economic impact of data breaches at an average of $2,060,174 
per organization over 2 years [147]. 
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Year Avg per person Organizational Averagg

2009 $204 $6,751,451 

2008 $202 $6,655,758 

2007 $197 $6,355,132 

2006 $182 $4,789,637 

2005 $138 $4,541,429 

Table 7: Costs across various industries [146]. All values are in US$. 

 

Year Industry Avg per person 

2009 [146] 

Health care $294 

Services $256 

Financial $249 

2008 [145] 

Health care $282 

Services $283 

Financial $240 

Table 8: Costs by selected industries [145, 146]. All values are in US$. 

 
One international study covering multiple industries which included “catastrophic 

breaches” only - the smallest breach reported on involved 2,520 records, and the larg-
est involved 101,000 records [148]. These costs are summarized in Table 9. Another 
study has found that the total annual fraud costs for identity fraud have increased since 
2007, when it reached a 5 year low of $45 billion.  In 2008 it increased to $48 billion 
and in 2009 to $54 billion [149]. 

 
 

Year Country Avg per person Organizational Avg 

2009 

US $204 $6,751,451 

UK $98 $2,565,702 

DE $177 $3,444,898 

FR $119 $2,532,122 

AU $114 $1,832,732 

Table 9: Cost of a breach in 5 countries across various industries [148]. All values are 
in US$. 
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Information from the Federal Trade Commission sponsored surveys on Identity 

theft in 2003 and 2004, as reported by  the Progress and Freedom Foundation, indicate 
that the annual cost of identity theft was approximately $55 billion; $50 billion for 
business and $5 billion for consumers [135].  The average cost of one incident of iden-
tity theft was found to be $4,800 for business and $500 for the individual [135].  In the 
2006 FTC survey, the average individual loss per incident was $371 [150].  

Value of Health Data 

One question that is often raised is why an adversary would be interested in health in-
formation ? Even if there is a breach of health data, what could the possible harm be to 
individuals from that breach ? In fact, health data can be quite valuable to adversaries 
from a financial perspective. Below we review some examples. 

Financial Information in the Health Records 

Adversaries will try to get access to health data if the records have financial informa-
tion in them (e.g., information used for billing purposes) or information that is useful 
for financial fraud, for example, date of birth, address, and mother's maiden name. In 
some cases in the US the medical record may contain SSNs (which are often used as a 
unique identifier). All of this information is useful for committing financial crimes. In 
general, one individual’s identity information is not worth that much in the under-
ground market. For a self-assessment that may surprise you, try this tool from Syman-
tec3. Therefore, records with such information are only useful in large quantities to 
make it worthwhile for adversaries. This means that adversaries would be interested in 
databases of records rather going after an individual's records.  

Financial Value of Health Records 

It has been estimated that the percentage of fraud resulting from the exposure of health 
data, versus other kinds of data, has increased from 3% in 2008 to 7% in 2009 [151]. 

                                                           
3 See http://www.everyclickmatters.com/victim/assessment-tool.html. 



50  

Furthermore, health information is exploitable for fraud four times longer than other 
types of information [151]. One reason being the limited lifespan of credit card infor-
mation: once the affected individual discovers errant transactions or the financial insti-
tution detects it, then the card is cancelled. It takes longer to detect fraud using health 
information. Health care fraud consists of filing false patient claims to insurers or gov-
ernment agencies that provide services and collecting the payouts. Furthermore, health 
information that can help adversaries purchase prescription drugs and then resell them 
would be valuable (such as prescriptions and insurance information) [152]. Physician 
information can be used to write fake prescriptions. 

As illustrated in Figure 1 and Figure 2, there is a market for health information, 
with buyers seeking data and sellers looking for buyers. Of course, such data dumps 
are not as useful if they are de-identified. 

 
 

 

Figure 1: A screen shot from an underground market site whereby a user is asking for 
medical claims data [151]. The text says "I am looking for someone that is selling 
possible database dumps from Healthcare or Insurance providers. Also, completed 

HCFA 1500 forms will work." 
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Figure 2: A post in an underground market site seeking buyers for medical records on 
more than 6,000 patients [151]. The opening line says "I have a large file that contains 
6561 individuals claims notification report medical records." And proceeds to detail 

some of the fields, which include SSN and diagnosis. 

 

Medical Identity Theft 

In the case of medical records, even if they do not have information in them that is 
suitable for financial fraud, if your record has information about your health insurance 
then it can be very valuable. It is easier for fraudsters, illegal immigrants, the unin-
sured, wanted criminals, and drug abusers to commit medical identity theft if they get 
access to individuals’ identity and medical insurance information. 
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Medical identity theft entails someone getting health care in your name. This is 
most likely to happen because a person has no insurance because they cannot afford it 
or because they cannot get it (illegal immigrants, or individuals running from the law) 
[152-161]. Medical records have been used by terrorist organizations to target law en-
forcement personnel and intimidate witnesses [162, 163]. The inclusion of medical in-
formation with the identity information in such records can be further monetized by 
criminals through extortion of the data custodian by requesting large ransoms for the 
data [164, 165]. A good example of that happening in Canada occurred in Alberta 
where a fraudster was creating new identities, including passports and health insurance 
cards, in the names of Canadian children who died a few decades prior. There are 
known cases of uninsured Americans, for example, buying these identities and coming 
to Canada to receive expensive medical care for free [166].  

Monetizing Health Records Through Extortion 

Personal records are a good source of revenue if you are in the extortion business. One 
example is Express Scripts, a pharmacy benefits management company that was 
hacked by extortionists who threatened to publicize clients’ personal information4. The 
company was using production data containing personal information for software test-
ing, and there was a breach on the testing side of the business. Unfortunately, using 
production data for testing is common.  The initial extortion attempt was based on the 
breach of 75 records. It turned out later that 700,000 individuals may have been af-
fected by the breach5. 

Another example is the recent extortion attempt in which an extortionist demanded 
$10m after hacking into a database of prescription records at the Virginia Department 
of Health Professions6. This database was intended to allow pharmacists and health 
care professionals to track prescription drug abuse, such as incidents of patients who 
go "doctor-shopping" to find more than one doctor to prescribe narcotics. The ransom 
note is shown in Figure 3. 

 

                                                           
4 See the story at: http://www.ehealthinformation.ca/blogs/extortion_plot_threatens.mht  
5 See the story at: 
http://www.computerworld.com/s/article/9138723/Express_Scripts_700_000_notified_after_extortion 
6 See the story at: http://ehip.blogs.com/ehip/2009/05/hacker-threatens-to-expose-health-data-
demands-10m.html 
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Figure 3: A screen shot of the home page of the Virginia Prescription Monitoring 
Program with the ransom note. 
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Section 7  
Unplanned but Legitimate Uses and 
Disclosures 

The pressure to realize value from data already collected is rising. This pressure exists 
in public health, the research world as well as the commercial world. Realizing value 
means that the data collected for one purpose may be used or disclosed for other, often 
unplanned, purposes. Because it is unplanned, then these uses and disclosures would 
also be unexpected by the patients. The patients may be unpleasantly surprised if they 
find out about these unexpected uses and disclosures. This has an impact on public 
trust in data custodians. 

Data custodians may be reluctant to restrict themselves upfront from realizing value 
from the data that they have collected. Therefore, it will most likely fall upon the pa-
tients to insist on constraints on such unplanned uses and disclosures. 

One way to allow the data custodians to realize value but still protect the interests 
of the patients is to de-identify this data at the earliest opportunity. In such a case any 
unplanned uses and disclosures would be of less concern to the patients. 

Unplanned Uses by Governments 

It will not be possible to discuss all known or possible unplanned uses of data col-
lected by governments. Our objective is only to provide illustrative examples to make 
the point that some of these uses and disclosures may be unsettling to the public. 

Data collected by governments is of particular interest because it can be compelled. 
A good example of this is the Canadian census, where criminal penalties apply for 
noncompliance with providing data. According to the Assistant Chief Statistician, if 
explanation and persuasion do not work, then prosecution is considered [167]. Fur-
thermore, he stated that there were 45 cases considered for prosecution after the 1986 
census [167], and recently an individual has been found guilty of not completing their 
census form [168]. 
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One does not have to go far into history to find unexpected uses of census data. In 
1972 the British government considered the forcible expulsion of hundreds of thou-
sands of Catholics in the Republic of Ireland as a solution to the Northern Ireland 
problem [169]. Evacuated areas would be re-populated by Protestants. Census records 
were used to identify areas with Catholic and Protestant majorities.7 Of course this did 
not occur, but it was considered at a senior cabinet level as an option. 

More recently in 2004 the US Bureau of the Census was asked by the Department 
of Homeland Security to provide detailed tabulations of ZIP codes from the 2000 cen-
sus with majorities of individuals with Arab ancestry [170]. The cited EPIC article 
suggests that, in a post 9/11 environment, there may have been unexpected reasons for 
such a data request. 

In these examples the use or disclosure may be legitimate. However, from the indi-
vidual citizen's perspective it may be a surprising purpose, and perhaps more impor-
tantly may play a role in eroding trust in institutions that collect information. Trust is 
an issue which we will return to in the next section. 

Data Sharing for Research Purposes 

In January 2004 Canada was a signatory to the OECD Declaration on Access to Re-
search Data from Public Funding [171]. This is intended to ensure that data generated 
through public funds are publicly accessible for researchers as much as possible 
[172].To the extent that this is implemented, potentially more personal health data 
about Canadians will be made available to researchers world-wide. The European 
Commission has passed a regulation facilitating the sharing with external researchers 
of data collected by Community government agencies [173]. There is interest by the 
pharmaceutical industry and academia to share raw data from clinical trials [16, 174]. 

Researchers in the future may have to disclose their data. The Canadian Medical 
Association Journal has recently contemplated requiring authors to make the full data 
set from their published studies available publicly on-line [3]. Similar calls for depo-
siting raw data with published manuscripts have been made recently [2, 5, 7, 174-176]. 
The Canadian Institutes of Health Research (CIHR) has a policy, effective on 1st Jan-
uary 2008, that requires making some data available with publications [177]. The UK 
MRC policy on data sharing sets the expectation that data from their funded projects 
will be made publicly available [178]. The UK Economic and Social Research Council 
requires its funded projects to deposit data sets in the UK Data Archive (such projects 

                                                           
7 Copies of the declassified report can be found at http://cain.ulst.ac.uk/publicrecords/1972/prem15-
1010-X.jpg where X changed from 1 to 8 for images of each page. 
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generate health and lifestyle data on, for example, diet, reproduction, pain, and mental 
health) [179]. The European Research Council considers it essential that raw data be 
made available preferably immediately after publication, but not later than six months 
after publication [180]. The NIH in the US expects investigators seeking more than 
$500,000 per year in funding to include a data sharing plan (or explain why that is not 
possible) [181]. If researchers are do not make their data available, courts, in criminal 
and civil cases, may compel disclosure of research data [11, 182]. 

Unplanned Uses and Disclosures by Commercial Players 

There is increasing interest by data custodians to package data, de-identify it in some 
way, and sell it. Here are a few examples.  

Some vendors are providing EMRs for free to practitioners, but then selling the da-
ta to generate revenue8: Some providers have seriously considered, are planning to, or 
are already selling data about their patients. This is done directly or by creating subsid-
iary companies responsible for the commercialization of data. For example, Partners 
Healthcare in Boston9, the Joint Commission on Accreditation for Healthcare Organi-
zations10, the Cleveland Clinic11, and the Geisinger Health System [183].  

 

                                                           
8 See these articles about EMR vendors: 
http://www.modernhealthcare.com/article/20071008/FREE/310080003# and 
http://www.bmj.com/cgi/content/full/331/7509/128-c 
9 See http://www.boston.com/business/healthcare/articles/2006/03/24/your_data_for_sale/ 
10 See http://www.allbusiness.com/health-care/health-care-facilities-hospitals/10579564-1.html 
11 See http://www.ama-assn.org/amednews/2009/11/30/bisc1130.htm 
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Section 8  
Public Perception and Behavior 

With the growing use of information technology in the provision of health care [184-
191], patients and physicians are worried about unauthorized disclosure and use of 
PHI [192-199]. In addition, a considerable amount of PHI is also disclosed with pa-
tient consent through compelled authorizations (e.g., to obtain insurance, make an in-
surance claim, or seek employment) [200]. 

The public is uncomfortable providing personal information, or having their per-
sonal information used for secondary purposes, if they do not trust the organization 
collecting and using the data. For example, individuals often cite privacy and confi-
dentiality concerns and lack of trust in researchers as reasons for not having their 
health information used for research [201]. One study found that the greatest predictor 
of patients’ willingness to share information with researchers was the level of trust 
they placed in the researchers themselves [202]. A number of US studies have shown 
that attitudes toward privacy and confidentiality of the census are predictive of 
people’s participation [203, 204], and also that there is a positive association between 
belief in the confidentiality of census records and the level of trust one has in the gov-
ernment [205]. These trust effects are amplified when the information collected is of a 
sensitive nature [205, 206]. 

Between 15% and 17% of US adults have changed their behavior to protect the pri-
vacy of their PHI, doing things such as: going to another doctor, paying out-of-pocket 
when insured to avoid disclosure, not seeking care to avoid disclosure to an employer, 
giving inaccurate or incomplete information on medical history, self-treating or self-
medicating rather than seeing a provider, or asking a doctor not to write down the 
health problem or record a less serious or embarrassing condition [192, 207, 208]. Pri-
vacy concerns have caused individuals to not be totally honest with their health care 
provider [196]. In a survey of physicians in the US, nearly 87% reported that a patient 
had asked that information be kept out of their record, and nearly 78% of physicians 
said that they had withheld information from a patient's record due to privacy concerns 
[209]. Public opinion surveys in Canada found that, over the prior year, between 3-5% 
of Canadians have withheld information from their provider because of privacy con-
cerns, and 1-3% have decided not to seek care for the same reasons [210]. Further-
more, between 11% and 13% of Canadians have at some point withheld information 
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from a health care provider because of concerns over with whom the information 
might be shared, or how it might be used [211-213], with the highest regional percen-
tage in Alberta at 20% [211]. Similar results have been reported by the Canadian Med-
ical Association [214]. An estimated 735,000 Canadians decided not to see a health 
care provider because of concerns about the privacy of their information [215]. Specif-
ic vulnerable populations have reported similar privacy protective behaviors, such as 
adolescents, people with HIV or at high risk for HIV, women undergoing genetic test-
ing, mental health patients, and battered women [216]. 

Arguably, as individuals adjust their current behaviors to more privacy protective 
ones, this behavior change will be hard to reverse. Once trust in data custodians has 
eroded it will be difficult to regain. Studies in risk management demonstrate how trust 
in organizations is hard to gain but easy to lose [217]. This asymmetry of trust can be 
explained by several interrelated factors including a negativity bias on the part of the 
public where negative information (such as news about data breaches) carries more 
weight and is more diagnostic than positive information [217-219], a strong aversion 
to loss which causes people to weigh negative information more greatly in an effort to 
avoid loss [218, 219], and the perception that sources of negative information are more 
credible and less self-serving than sources of positive information [217, 219]. Fur-
thermore, people have a tendency toward avoiding the negative, and consequently of-
ten avoid organizations or people that are deemed untrustworthy. This avoidance helps 
to sustain distrust by eliminating opportunities to witness events or gather information 
which would counter currently held beliefs  and  increase  trust in the individual or or-
ganization [217]. People also tend to interpret events and information in accordance 
with their current beliefs, a confirmatory bias, which causes us to be more likely to ac-
cept negative information about people or organizations we distrust and to reject posi-
tive information [220, 221]. This bias also contributes to the self-perpetuating nature 
of distrust. On the other hand, it has been observed that those who have a high level of 
trust in a person or organization can feel a deeper sense of betrayal once this trust is 
breached [222]. Due to the fact that a breach would be contrary to their strongly held 
trust beliefs, such an event would cause great stress and anxiety, exacerbating their 
sense of betrayal and leading to greater distrust in the end [222]. 

One of the factors which can help to make the public more comfortable with their 
health information being used for research purposes is its de-identification at the earli-
est opportunity [201, 223-229]. As many as 86% of respondents in one study were 
comfortable with the creation and use of a health database of de-identified information 
for research purposes, whereas only 35% were comfortable with such a database that 
included identifiable information [227]. 
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Section 9  
Alternative Methods for Data Access 

Two alternative methods to providing access to health information are in common use 
today. These are: (a) remote access to data, and (b) on-site access to data. The primary 
advantages of these two methods is that there is no loss in the precision of the data as 
would be the case with de-identification. 

With remote access the data custodian provides the data user electronic access to 
the data through a secure communications channel. The data recipient would not be 
able to download any data and would not be able to directly print any of that data. This 
“read-only” access model allows the data recipient to perform the analysis and linking 
of the raw data on the custodians machines. 

There are variants of the remote access model. In one approach remote access is 
provided from certain trusted locations only. For example, a data custodian may only 
allow remote access to the raw data from a certain machine at the local university. Any 
data user who wishes to access the data must physically go to the local university. 
Another approach is to allow remote access to anyone who has an account irrespective 
of where they may be located. 

With on-site access the data recipient has to physically go to the data custodian site 
and access the data from there. The data user would then access the raw data and ana-
lyze it locally. While on-site the data user would not be able to take any print-outs off-
site and any data transfers off-site would have to be screened to ensure that no identi-
fiable information is included in that transfer (for example, if the data user wishes to 
take the results of the analysis off-site). 

A key disadvantage of the remote access mechanism is that if the credentials of data 
user are compromised then the adversary would be able to access the data as well. It is 
not difficult to compromise user account credentials using social engineering tech-
niques. Many social engineering techniques exist [230-232], and have been used to ob-
tain very personal information from individuals and organizations (as well as to com-
mit more dramatic crimes such as bank robberies) [233, 234]. A recent review of data 
breaches indicated that 12% of data breach incidents involved deceit and social engi-
neering techniques [28]. It has been argued that the main threat to medical privacy is 
social engineering, and such techniques have been used by private investigators to sur-
reptitiously obtain health information [235, 236]. 
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Another consideration is that making the databases containing the identifiable 
health information on the Internet does in principle expose the database to attacks. 
Adversaries may be able to find weaknesses in the network defences and penetrate 
them to access the database. There are many ways that such attacks can occur and it is 
difficult to provide guarantees that such attacks are not possible. 

By constraining the remote access to be from certain locations or by using the on-
site access model, a visual check of an individual’s identity through their physical 
presence greatly reduces the risks. This, however, limits access to only those data us-
ers who can travel to the designated locations. In practice an analysis of a data set re-
quires many days or even months of effort, and therefore proximity to the location 
where the analysis will be performed is important. This disadvantage can be mitigated 
by hiring local analysts who perform the analysis from the designated locations 
(through remote access or no-site) on behalf of the ultimate data user. 

All of the above access methods assume that the data user can be completely 
trusted. Since the data is not de-identified an unscrupulous data user would have direct 
access to personal health information of identifiable patients. To justify that trust, such 
individuals would normally go through some form of background screening (e.g., a 
criminal background check).  

Even if the data users are deemed trustworthy, an inadvertent disclosure could oc-
cur if the users notice a record of someone that they know. This would be easy to do 
since the records are identifiable. The data user would not need to exert any effort nor 
have any special skills or resources for such an inadvertent disclosure to occur. 

Therefore, in summary, these alternative approaches have some important weak-
nesses that need to be considered when making the decision on how to provide access 
to health data. 
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Section 10  
Conclusions 

In this report we have summarized the argument for the use of de-identification me-
thods. Such methods are suitable under certain conditions, and we detailed these con-
ditions in this report. 

Whether de-identification should be used in any particular situation should be 
weighed against other options, including, for example, obtaining consent or other 
access methods. The key criteria to help make those decisions have been reviewed in 
this report. In other reports by the authors we have described in more detailed which 
de-identification methods to use, how to tune them, and interpret their results. 
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Section 11  
Acronyms 

CIHR Canadian Institutes of Health Research 

EHR Electronic Health Record 

HIA Health Information Act 

HIPAA Health Insurance Portability and Accountability Act 

HPPA Health Protection and Promotion Act 

IRB Institutional Review Board 

NB PHIPA Personal Health Information, Privacy and Access Act (New Bruns-
wick) 

NS PHIA Personal Health Information Act (Nova Scotia – not yet proclaimed) 

PHI Personal Health Information 

PHIA Personal Health Information Act 

PHIPA Personal Health Information Protection Act 

PI Personal Information 

REB Research Ethics Board 

RHAA  Regional Health Authority Act 

THIPA The Health Information Protection Act 
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