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PARAT Walkthrough

1 Introduction

The purpose of this walkthrough is to demonstrate through concrete examples how the PARAT
tool can be used to perform a re-identification risk assessment and how to de-identify different
types of data sets. The walkthrough will show how to de-identify cross-sectional data, longitudinal

data, and geospatial data.

The scenario is that a researcher is requesting access to the data. However, the same

walkthrough would apply if, for example, a public health unit has requested the data.

We will assume that the data has already been loaded into the PARAT workspace. Therefore, we
will focus only on the risk assessment and de-identification functions, and not on how to go about

importing data.

The analyst who is using the PARAT tool to perform the risk analysis and de-identification will be
referred to as the “user”. The user may be an analyst in the data custodian’s privacy or
compliance office, a statistician, or an individual assigned by a research ethics board (or
institutional review board in the US) to perform risk assessments in order to inform their decision
making.

Before using the PARAT tool the user needs to do an initial analysis of plausible re-identification
attacks on the data set. This exercise would look at the plausible adversaries, what their
capabilities are, and what background information they would get access to. Such threat
modeling is critical and must be done thoughtfully to ensure that the risk assessment is realistic.
The threat modeling exercise needs to be done for any re-identification risk assessment,
irrespective of whether a tool like PARAT is used. We will assume that a risk assessment has
been performed.

The assumption in putting this walkthrough together is that the reader has some basic
understanding of re-identification risk, risk assessment, and de-identification concepts. The

walkthrough then focuses on how to use the PARAT tool to automate the analysis that is needed.

Note that the screen shots that are used in this walkthrough were taken from version 2.X of the
PARAT tool. Newer versions of the tools may have a slightly different layout for the buttons and

icons, but the basic functions and behaviors will be the same as described here.
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2 Getting Started

We will start off with a simple cross-sectional dataset; a birth registry. The sample birth registry

data set contains approximately 126,000 records.

The first step in performing a re-identification risk assessment is to select the variables that will be

used in this analysis. This is done in the “settings” tab of the main PARAT dialogue.

The screen shot of Figure 1 shows the dialogue that is used for selecting the variables (the
“quasi-identifiers”) that are included in the risk assessment. On the left hand side are the
variables that exist in the data set. Some of these variables will be quasi-identifiers that are
included in the risk assessment. The user also needs to specify the re-identification threshold.
This threshold indicates how much risk the data custodian is willing to take when disclosing the
data to the researcher. The other important parameter is the sampling fraction. The sampling
fraction specifies what proportion of the population is included in the data set. For example, if a
data set represents all individuals in the population then the sampling fraction would be one, as in

this example.

automatic detection re-identification
of quasi-identifiers threshold

Reidentification Probabilit:

—_— T oz

Select Quasi Identifers sampling Fraction

| Site A —— [1

Maternal Postal Code

Baby Birth Date

Mothers Age (Years) S

‘D»scharqe Date Data Characteris

‘No. previous PreTerm Babies

. . No. Previous Term Babies | nore recor ith one or in |

varlables in ‘Multrp!e e Ignore records with one or mre missing values
Gestation (weeks)

the data set Baby s Sex

Smoking

Aboriginal Status

City/Town

Mother_s Primary Language

Mothers Birth Date

Local Health Integration Network (LHIN) v

X Close

proportion of population
represented in the data

Figure 1: Dialogue for selecting the quasi-identifiers and setting other risk assessment
parameters.
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The settings dialogues also has the capability to auto detect quasi-identifiers. This uses a set of

heuristics to look for fields that are often quasi-identifiers. The analysis is based on the contents

of the fields and not on the names of the fields. The auto-detect feature is useful when there are a

large number of variables and it may be time-consuming to go through them one-by-one. The

auto detect feature will help the user focus on the most likely fields.

As shown in Figure 2, the user then selects the specific quasi-identifiers that will be used for risk

assessment. The specific quasi-identifiers that are selected will depend on the threat modeling

exercise that is performed before using PARAT. Threat modeling evaluates the plausible re-

identification attacks that can be launched on the data set, and based on that, the quasi-

identifiers are chosen.

Niday0607: Risk Assessment

HECTITEN' View Y Risks ¥ Missing Data ¥ Reports

==l

Select Dataset

| Midaynen7

Reidentification Probability

- 0.z

Select Quasi Identifers

[ scharge Date

Baby_s Sex
Smoking

City/Town

Mo, previous PreTerm Babies
Mo, Previous Term Babies
Multiple Gestation

Gestation {weeks)

Abariginal Status
Mother_s Primary Language

Mothers Birth Date
Local Health Integration Metworle {LHIN)

Sampling Fraction

() 1

Data Characteristics

[~ Ignore records with one or more missing values

¥ Cloze

Figure 2: The settings dialogue screen after the user has selected the quasi-identifiers that will
be used for analysis.
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3 Risk Assessment Results

The results of the risk assessment on that set of quasi-identifiers are shown in Figure 3. Given
the parameters that were selected by the user, the only two types of risk that are relevant are
“prosecutor” and “marketer”. Prosecutor risk pertains to the highest risk for a single record, and
marketer risk is the average risk across all of the records. The latter will be the same as or
smaller than the former. In the dialogue shown in Figure 3 the user is interested in the results for

marketer risk.

this will show the equivalence
classes that are causing the
risk to be high

=X

main risk
assessment
results

percentage of
records at

a high risk of
re-identification

Population Registry
Risk Results for dataset 'Niday0607"
v
Prosecutor Risk " Emm—————= High A

v
Marketer Risk eas——  High S

100%

Risk Threshold 0.200
Sampling Fraction 1.000
Ignore Records with Missing Values No
Dataset Size 126225

Equivalence Classes 123771 \

Selected Variables
Maternal Postal Code 62263
Baby Birth Date 365

Mothers Age (Years) 45

.\

5

.

£ Manual | lygut/ \

X Close

total number of
records in the

/ ’
equiva
data set
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Figure 3: The dialogue showing the results of the risk assessment.
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You can see the re-identification risk relative to the threshold for each type of risk at the top. On
the green/red bar the green portion shows the risk range that is below the threshold and the red
portion shows the risk range that is above the threshold. The arrow on top indicates where the
actual risk on the data set is. As can be seen, in this case the risk is close to the maximum for

both types of risk.

The dial shows the percentage of records that are high risk. The tool assigns a risk value to every
record in the data set. If the risk is higher than the threshold then that is flagged as a high risk
record. The dial shows the percentage of records that are considered high risk. In this example
the risk is high for all of the records (100%). Of course, if the user changes the threshold (in the

settings tab) then this will produce a different answer.

The dialogue also shows that there were 62,263 different values for the maternal postal code in
this data set, and 45 different values for the mother’s age. The magnifying glasses allow the user
to view the equivalence classes themselves. The magnifying glass next to the high risk bars

would allow the user to see which equivalence classes are causing the risk to be high.

The results make clear that the user should not release the data as-is because the risk of re-

identification is high.
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4 Specifying De-identification Parameters

Figure 4 shows the dialogue that is used to specify the parameters for automated de-
identification. Automated de-identification finds the optimal de-identification solution for the data
set. It uses a combination of generalization and suppression to do so, trying to keep both at a

minimum but still find a solution that has a re-identification risk below the threshold.

the maximum percentage of
the type of records that can have
risk to manage suppression in them
during de-identification

Mitigation =L
Mitigate Risk for Niday0607
Nidoy0607_deid Suppression Level -

Automatica
Save as ...

Risk to Manage [Marketer Risk -]  Suppression Technique [oetimal B the method t_O use
for suppressing values
- ¥ Hierarchy for Maternal Postal Code ] & Waight{1.0 ¢
. generalization Substring from index |1 of length |1 o =
hierarchy for each Substring from index 1 of length o =
quasi-identifier Substring from index i oflength & o =
| Substring from index i of length s O =

¥  Hierarchy for Baby Birth Date

[Quanter.yesr | O %

load and Save
hierarchies

‘ [WMonth, vear

] | Date, Month, Yesr =| U

~  Hierarchy for Mothers Age (Years) 1
Starting from [+ with interval [0 until [ (options
Starting from It with interval s until | | (Geto
Starting from |1 with interval 2 until |

| Starting from [+ with interval 1 until |

generalization
hierarchy
editor

X Close &

Figure 4: The dialogue for setting the parameters for automated de-identification.

The settings screen includes the definition of hierarchies as well as the ability to assign weights to
specific variables. The “suppression level” is the maximum percentage of records that would be
allowed to have suppression in them due to the de-identification. The suppression algorithm is
“optimal”, which means it will only suppress cells in those records that are flagged for suppression
and only on the quasi-identifiers selected. An optimization algorithm is used to find the fewest

possible cells to suppress that will ensure that the re-identification risk is below the threshold.

The hierarchies can be edited by the user. Alternatively, there are a number of standard

hierarchies that are included in the default library and that can be loaded by the user. The
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generalization hierarchies reflect the acceptable generalizations of the quasi-identifiers. They are
defined for integers, real numbers, dates, and strings (or fields that can be treated as strings,

such as postal codes or ZIP codes).
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5 Results of Automated De-identification
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The screen shot in Figure 5 shows the result of the de-identification. The right hand side shows

the optimal de-identification (one that balances generalization with suppression). The “safety

chart” is the cumulative distribution. In this example it basically shows that there is no reduction in

risk if the threshold is reduced.

The optimal de-identification keeps the first character of the postal code, the month and year of

birth for the baby, and the mother’s age in years.

the re-identification risk is below
the threshold for both types of risk

Risk Results fo
Prosecutor Risk  — Low
Marketer Risk Y e— Low

dataset ‘Niday0607_deid’

Suppression Level

Safety Chart

1 0 0 o

aQ |

bl

Jata (perc

Threshold

o]

]

Selected Variables
Maternal Postal Code 8 L

First character
Weight: 1.0

Baby Birth Date 12 &

Month, Year
Weight: 1.0

Mothers Age (Years) 32 9

Ranges of interval 1
Weight: 1.0

Risk Threshold 0.200
Sampling Fraction 1.000
Ignore Records with Missing Values No
Dataset Size 126225
Equivalence Classes 1917

Suppression: Optimal

=]

Save Specification

the optimal generalization

/ for this quasi-identifier

X Close

Figure 5: The results of the automated de-identification showing the solution.
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Sometimes such a solution is not completely satisfactory. One way to adjust the results is to
change the weights of the quasi-identifiers. We can change the weights of the variables as shown
in Figure 6, assigning lower weights to variables that can have more de-identification applied to
them. The weights need to be obtained from the researcher because they reflect how the quasi-
identifiers will be used in an analysis. A lower weight means that more distortion is acceptable on

that quasi-identifier.

In this example the user maintained a high weight for the postal code. This makes sense if, for
example, the researcher wishes to perform geospatial analysis and the location of the patients is
important. The age was given the lowest weight. This is appropriate if the researcher was going

to group the ages into intervals anyway during the analysis.

Automatic Risk Mitigation SO

Automatically Mitigate Risk for Niday0607

Save as ... [Niday0607_deid Suppression Level s %

Risk to Manage [Marketer Risk _~|  Suppression Technique |optimal -
¥ Hierarchy for Maternal Postal Code |1 Weight 1.0 ¥

Substring from index [ oflength i o =
Substring from index [ of length 7 o =
Substring from index [1  of length [s o =
| Substring from index [1  of length & @ =

variables can be assigned
e weights indicating their relative

v Hierarchy for Baby Birth Date ] Weight [0.6 s
e : . importance
| Quarter, Year = ®

[Month, Year - o =
| [oste, Month, vear -] &1 *
v Hierarchy for Mothers Age (Years) ] weight[0.2 &
Starting from [+ with interval [0 until | (optionahh (j x
Starting from Dith interval s __until | (Optional) 3 =
Starting from It with interval 12 until | (optlenal 5 =
| starting from [t with interval i~ until [ (optionah 5 x

Kglnsel &” Anonymize i

Figure 6: The weights of the variables can be changed to reflect their relative importance.
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As shown in Figure 7, we will get a different optimal de-identification in this example because the
postal code had the highest weight. In this example more geospatial information is retained
because we assigned lower weights to some of the other variables. Therefore, three characters of
the postal code were retained as opposed to a single character. Because the age had the lowest

weight it was generalized to a 10 year interval.

f Settings ¥ View YWIETRY Missing Data ¥ Reports |

Population Registry Selected Variables

Risk Results for dataset "Niday0607_deid’ Maternal Postal Code 473 ),

Prosecutor Risk _ Low First 2 characters
) Weight: 1.0
Marketer Risk e — Low

Baby Birth Date 4 &

Suppression Level
Quarter, Year

as=s p s =0ah - Marketer Risk®, Weaight: 0.6
. Maothers Age (Years) 4 &
£ Safety Chart
'j 100 R Ranges of interval 10
o | ? Weight: 0.2
) - . -
= - Suppression: Optimal
93,995
= ~ ™ = Save Specification
e o o

Threshold
Rizk Threshold 0.200
Sampling Fraction 1.000
Ignore Records with Missing Values Mo
Dataszet Size 126225
Equivalence Claszes 4162 4,

¥ Cloze

Figure 7: The results of automated de-identification when the weights are altered.
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6 Manual De-identification

You can also do manual de-identification to perform “what-if" analyses of risk as illustrated in
Figure 8. In this example we defined a specific generalization on our quasi-identifiers. The age
was top-coded (ages 51 and above are included in the same category), and bottom-coded (ages
below 19 are coded into a single category). The date of birth was generalized to month and year
of birth, and the postal code was generalized to only the first three characters. No suppression

was specified because we wanted to see what the risk would be with just the generalization.

Risk Mitigation for NidayO607 | ][
Save As.. |Midayoen7_deidz
Risk to Manage |Prosecut0r Risk A | 7 Auto Suppression Limit
Generalization Technique | Manual -l |5.00 Suppression Limit
Suppression Technique |N0ne j

WV Hierarchy for Maternal Postal Code (] weight [1.0_-|

Substring from indexz |1 of length |3 G G

¥ Hierarchy for Baby Birth Date D @ 5\& Weight
Month, vear - G G

¥ Hierarchy for Mothers Age (Years) k4 O 3 Weight

Starting from 119 with interval |5 until 51+  (Gptional) (9

X Close | &7 Anonymize |
bottom-code top-code
specification specification

Figure 8: Dialogue to specify the parameters for manual generalization and suppression.
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The results of that risk assessment are shown in Figure 9. As can be seen, only 0.17% of the

records have a high risk of re-identification if we are concerned with marketer risk, and

approximately 25.4% are high risk if we are concerned with prosecutor risk. In the case of

marketer risk, with such a small percentage at risk these records could be easily suppressed.

However, with prosecutor risk some additional generalization would probably be needed,

otherwise too many records would have suppression.

NidayD607_deid2: Risk Assessment

I Settings ¥ view YIETAF Missing Data ¥ Reports ¥

Population Registry

¥
T E—

EOX

Risk Results for dataset "Niday0607_deid2’

Prosecutor Risk High 8,
v
Marketer Risk I High 4
Suppression Level
AN Marketer Risk

Selected variables
Maternal Postal Code 774 4

First 3 characters
Weight: 1

Baby Birth Date 12 4,

Month, Year
Weight: I

Mothers Age (Years) SN

Ranges of interval 5 starting at
20 until 50 (Coding: 19-, 51+)
Weight: I

Risk Threshold

Sampling Fraction

Ignore Records with Missing Values
Dataset Size

Equivalence Classes

0.200
1.000
Mo

126225

25414 @

Suppression: No suppression

EH  save Specification

£\ Manual & auto

X Close

Niday0607_deid2: Risk Assessment

[ Settings ¥ View YA Missing Data ¥ Reports §

SO

Selected Variables

Maternal Postal Code 774 4

First 3 characters
Weight: 1
Baby Birth Date 12 &

Month, Year
Weight: 1

Mathers Age (Years) 9 4

Ranges of interval 5 starting at
20 until 50 (Coding: 19-, 51+)
Weight: 1

Population Registry
Risk Results for dataset 'Niday0607_deid2"
. v
Prosecutor Risk I High =Y
v
Marketer Risk I High 4
Suppression Level
Prosecutor Risk {IET G,
S0%
25% 75%
39%
0% ! 100%
Risk Threshold 0.200
Sampling Fraction 1.000
Ignore Records with Missing Values No
Dataset Size 126225
Equivalence Classes 25414 4

Suppression: No suppression

EH  s=ve Specification

£ Manual | Auto

X Close

Figure 9: The results after manual generalization.
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7 Longitudinal Data

PARAT also supports performing risk assessments and risk mitigation on longitudinal data. For
this example we will use the longitudinal dataset that comes with PARAT in the samples folder.
This data set contains patients, their demographics and their hospital visit information.
Longitdunal data contains multiple levels of information. In this example, the patient demographic
information data is at the first level. The patient’s visit information is considered the second level

of data.

To perform a risk assessment, you must open a New Risk Assessment window. After selecting
the dataset, you need to click the “Use Levels” button (Figure 10). This button tells PARAT that

the data is longitudinal.

Data Characteristics

Figure 10: Use Levels Button
The next step is to specify which fields belong at which level, as well as indicating which fields are
primary keys and which are quasi identifiers. Figure 11 and Figure 12 show the settings for both

level 1 and level 2.

For level 1, you need to specify both a primary key and quasi identifiers. The primary key is
“Patient_id” and the quasi-identifier is “Gender”. At level 2 you only need to specify quasi

identifiers. The level 2 quasi-identifiers are “Visit_Dates” and “Postal_Code”.

{Tevel 1 RN S )m)

Primary Keys Columns Quasi Identifiers
visit_id

Visit_Dates
FPostzl_Code

“« »»
» &«

Figure 11: Level 1 Settings
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AR Level 27 =]

Columns Quasi Identifiers

Visit_id Visit_Dates
Postal Code

*
«

Figure 12: Level 2 Settings
Now that the settings are provided, we can go to the risk window. This window is almost identical
to a cross sectional risk assessment. The two main differences are the additional information in

the equivalence classes and the fact that you cannot view the records at risk.

Figure 13 shows the results of the risk assessment. In this example we can see that the dataset
has both high prosector risk and high marketer risk. When we look at both prosecutor and
marketer risk, we see that 100% of the records are at risk. Since the data is at a high risk, we will

want to de-identify it.

longitudinalExample: Risk Assessment =IOl
I Settings ¥ View YIIETERY Missing Data ¥ Reports
Population Registry Selected Variables
Risk Results for dataset 'longitudinalExample’ Gender 2 %

Prosecutor Risk — High Visit_Dates 1092
Marketer Risk — High

Suppression Level

Prosecutor Risk W Q0E =020

4

Postal_Code 5840 4

Risk Threshold 0.200
Sampling Fraction 1.000
Equivalence Classes 5016
# of Level 1 5016
Z of Level 2 9939

bl De-identify X Cloze

Figure 13: Longitudinal Risk Assessment
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To perform the de-identification we need to specify the different de-identification settings and
specify the hierarchies for each field. Figure 14 shows the settings used for this example. We are
going to manage prosecutor risk, use optimal generalization and suppression, and use the
automatic suppression limit. The hierachies for all three variables can be seen in Figure 14. We

then click anonymize to perform the risk mitigation.

Risk Mitigation for lengitudinalExample =EX
Save As... |IcngitudinaIExampIe_deid
Risk to Manage | Prosecutor Risk -| [+  Auto Suppression Limit
Generalization Technique |C|:tima| j | Suppression Limit
Suppression Technigue |C|:tima| j

I g @ O’O Weight 1.0 ~

¥ Hierarchy for ¥isit_Dates (= o Weight 1.0 -

Wear - _I Q G
Quarter, Year - B3 D G

Month, vear - =5 Q G
‘ Date, Maonth, Year = 5 Q G

¥ Hierarchy for Postal_Code I & Weight 1.0 -

Substring from index ’1_ of length ’1_ | Q G
Substring from index |1_ of lenath |3_ FE Q G
Substring from index ll_ of lenath |5_ | D G
‘ ‘ Substring from indesx ll_ of length |6_ b3 | Q G

X Close & Anonymize

Figure 14: Risk Mitigation Settings
Figure 15 shows the results of the risk mitigation. We see that both prosecutor and marketer risk
are now low and that the percentage of records at risk is 0%. We see that the “gender” field was
left unchanged, the “Visit_Dates” field was generalized to year, and that the “Postal_Code” field

was generalized to the first character.
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EEX]

Population Registry

Risk Results for dataset "longitudinalExample_deid”

_
—

Prosecutor Risk Low

Marketer Risk Low

Suppression Level

Prosecutor Risk IE =

S50%

100%:
Risk Threshold 0.200
Sampling Fraction 1.000
Equivalence Classes 71
£ of Level 1 5016
£ of Level 2 9999

Selected Variables

Processing time: 58.555=

Gender 2 &
Unchanged

Weight: 1

Visit_Dates 3 &
Year

Weight: 1

Postal_Code 1 &

First character
Weight: 1

Suppression: Cptimal

g Save Specification

Figure 15: Risk Mitigation Results
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8 Geospatial Data Aggregation

To generalize Canadian postal codes using PARAT’s geospatial aggregation feature, you must
first install the geospatial aggregation database. This database is included with PARAT on a USB
key. Instructions for installing this database are found in PARAT's Installation Manual. Once the

database is installed the aggregation feature will be available in PARAT.

In this example we will use a dataset that contains a single field, named “PostalCode”. This

dataset contains 82,828 records with 14,305 unique postal codes.

The first step is to open a de-identification window for the dataset. This can be done by opening a
New Risk Assessment, selecting the appropriate dataset and quasi identifiers, opening the Risk
tab and then finally clicking the De-identify button. Inside the hierarchy editor, next to the

“PostalCode” field you will see the “Generalize as a Postal Code” button (Figure 16).

1

Figure 16: Generalize as Postal Code Button
This button has a mailbox image and when the button has been clicked, the mailbox on the
button will become active (Figure 17). This shows that we are generalizing this field using our

geographic aggregation technique. We will click this button for the “PostalCode” field.

¥  Hierarchy for PostalCode g Eﬁ

Figure 17: Activated Mailbox
We then click the anonymize button to perform the de-identification. The de-identification will
appear just like any other de-identification; it will first generalize the data and then perform any
necessary suppression. Where this feature differs is the generalization that is applied to the data.
The data is aggregated into special groupings. These groupings consist of aggregated postal
codes.

The resulting dataset, within the view tab, will look like Figure 18. The resulting data contains a
set of numbers and may also contain 3 letter postal codes. The numbers represent the different
postal code groupings. When the data is exported a lookup table will also be exported. This table

will show you the set of postal codes that belong to each group.

Forward Sortation Areas (FSAs) may show up in the data. This happens when a postal code in
the set is not found in the geographic aggregation database. The postal codes that are not in this

database are automatically truncated to 3 letters (FSA), “KOA” in this example.
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Dataset: postalcodes_deid
PostalCode

78190609
73190609
78190609
78190609
73190609
73150609
73150609
783190609
78190609
73190609
78190609
73190609
73150609
73150609
73150609
783190609
78190609
73190609
78190609
73190609
73150609
KOA
KOA
K0A

Figure 18: Geographic Aggregation Results View
If we go to export the de-identified dataset (under the data menu, export data), we will see that
this dataset contains an option for exporting a lookup table (Figure 19). If we uncheck this button
then the lookup table will not be exported. On their own, the postal code groupings do not give us
a lot of information. Therefore, it is important to export this lookup table so that the group

numbers within the dataset can be given a meaning.
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Export Dataset ] [

Select Dataset

= 0=

Select Fields to Export = o—

PostalCode

[~ Encrypt data using password: |

¥ Export Postalcode lookup table.

X Cancel | ggave |

Figure 19: Export Data Window
Figure 20 shows the exported postal code lookup CSV file. Here we can see the group ID
78190609 that is shown in Figure 18. This shows that the following postal codes are a part of this
group: KOAZRO, KOA3JO.
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I test_PostalCodel ookup.csv - Notepad

File Edit Format View Help

78190509, KOAZRO
78190509, KOAZI0
78190909, KOBLBO
78190909, KOBLEO
78190909, KOBLHO
78190909, KOB1IMO
78190909, KOBL1FO
78190909, KOBL1RO
78190909, KOCLEOD
78190909, KOCLILO
78190909, KOCINO
78190909, KOC1ZO
78190909, KOC2CO
78191309, KOALBO
78191309, KOAZTO
78191309, KOAZZO
78192309, KOALTO
78192309, KOALXO
78192309, KOAZHO
78192309, KOAZXO
78192309, KOAIMO
78192309, K2K1IXT
78192309, K2wW0Aal
78192309, K2WLAZ
78192309, K2WLASD
78192309, KZWLBL
78192309, K2W1C1
78192309, K2W1lC2
78192309, K2WLCS
78192309, K2W1CE
78192309, K2WlG?
78192309, K2WlH2
78192309, K2W1H3
78192409, KOCIMO
78192409, KOCLPO
78192409, KOCLRO
78192409, KOC2A0
78192409, KOCZEQ
78192409, K6H5R3
78192409, K6H5RE
78192409, KEHEE S
78192409, KOHEWE

Figure 20: Postal Code Lookup File
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9 Reports

Two basic reports are used quite often during the de-identification process: a missingness report

and a summary of the de-identification itself.

The missingness table in Figure 21 shows the level of missingness in the data after de-
identification. This would be a reasonably intuitive measure of data quality for the researcher. As
can be seen, only 1% of the records would have suppression in the postal code and 1 record

would have suppression in the age field.

NidayD607_deid2: Risk Assessment =IalE]

AT AT CTEE Missing Data ol
Missingness result for Niday0607_deid2
Maternal Postal Code Baby Birth Date Mothers Age (Years)

(1292: 1.022%) (D: 0%) {1: 0.000%) (1253 cells: 0.34%)

(1292: 1.023%)
{(1: 0.000%)

(1293 rows: 1.02%)

X Close

Figure 21: Missingness table for the de-identified data. This includes missingness due to
suppression as well as original missingness in the data.
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The Microsoft Word report in Figure 22 shows the results of the risk assessment. This example
shows the risk for the manually de-identified data. The Word report template can be modified or

included in other documentation, and can also be used as a certificate for a research ethics board

demonstrating the risk in the data set that is being requested.

Summary of Dataset
Tahble name NidayDs07_deidz
Mo, of valid records 126225
Nao. of valid equivalence classes 25414
Sampling Fraction 1.00
Iznore Records with missing values Falze
Risk Aszessment Results
Re-identification Threshold 0.20
Risk Level Records at Risk [3)
Prosecutor Risk High 320dE (25.36%)
Journalist Risk - -
Marketer Risk High 212 (0. 15%)
Quasi-identifiers selected
Name Type # Equiv. Classes Generalization Weight
AT character String s First 3 characters 1
Code
Baby Birth Date Character string 12 Manth, Year 1
Ranges of interval
Maothers Aze . S starting at 20
[¥ears) Character string L] antil 50 {Coding: 1
18-, 514}
De-ident fication 5ettings
Type Manual
Maximum Suppression 5%
Suppression Type -

Figure 22: The Word report summarizing the risk in the data set.
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10 Contact Information

For more information contact us at:

Privacy Analytics Inc.

800 King Edward Ave. Suite 3042
Ottawa, Ontario KIN 6N5
Canada

Tel: +1 613.369-4313
Fax: +1 613 369 4312

Email: info@privacyanalytics.ca

www.privacyanalytics.ca
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